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Subpart B—Electronic Signatures 

§ 73.10 What does subpart B cover? 

This subpart provides the conditions 
under which TTB will allow you to use 
electronic signatures executed to elec-
tronic forms instead of traditional 
handwritten signatures executed on 
paper forms. Where electronic signa-
tures and their associated electronic 
forms meet the requirements of this 
part, TTB will consider the electronic 
signatures to be the equivalent of full 
handwritten signatures, initials, and 
other general signings this chapter re-
quires. 

§ 73.11 What are the required compo-
nents and controls for acceptable 
electronic signatures? 

(a) Electronic signatures not based on 
biometrics. If you use electronic signa-
tures that are not based upon bio-
metrics you must: 

(1) Employ at least two distinct iden-
tification components such as an iden-
tification code and a password; 

(2) Use both identification compo-
nents when executing an electronic sig-
nature to an electronic document; and 

(3) Ensure that the electronic signa-
ture can only be used by the authorized 
user. 

(b) Electronic signatures based on bio-
metrics. If you use electronic signatures 
based upon biometrics, they must be 
designed to ensure that they cannot be 
used by anyone other than their gen-
uine owners. 

§ 73.12 What security controls must I 
use for identification codes and 
passwords? 

If you use electronic signatures based 
upon use of identification codes in 
combination with passwords, you must 
employ controls to ensure their secu-
rity and integrity. These controls must 
include: 

(a) Maintaining the uniqueness of 
each combined identification code and 
password, such that no two individuals 
have the same combination of identi-
fication code and password; 

(b) Ensuring that identification code 
and password issuances are periodically 
checked, recalled, or revised (e.g., to 
cover such events as password aging); 

(c) Following loss management pro-
cedures to electronically deauthorize 
lost, stolen, missing, or otherwise po-
tentially compromised tokens, cards, 
or other devices that bear or generate 
identification code or password infor-
mation, and to issue temporary or per-
manent replacements using suitable, 
rigorous controls; 

(d) Using transaction safeguards to 
prevent unauthorized use of passwords 
and/or identification codes, and to de-
tect and report in an immediate and 
urgent manner any attempts at their 
unauthorized use to the system secu-
rity unit and, as appropriate, to orga-
nizational management; and 

(e) Initial and periodic testing of de-
vices, such as tokens or cards, that 
bear or generate identification code or 
password information to ensure that 
they function properly and have not 
been altered in any unauthorized man-
ner. 

Subpart C—Electronic Filing of 
Documents with TTB 

§ 73.30 What does subpart C cover? 

This subpart provides the conditions 
under which we will allow you to sat-
isfy certain reporting requirements of 
this chapter by submitting forms to us 
electronically. 

EFFECTIVE DATE NOTE: At 79 FR 17033, Mar. 
27, 2014, § 73.30 was revised, effective Apr. 28, 
2014. For the convenience of the user, the re-
vised text is set forth as follows: 

§ 73.30 What does subpart C cover? 
This subpart provides the conditions under 

which TTB will allow you to satisfy certain 
requirements to submit forms in this chapter 
by submitting forms electronically to TTB. 

§ 73.31 May I submit forms electroni-
cally to TTB? 

Yes; you may submit an electronic 
form, instead of a paper form, to sat-
isfy any reporting requirement in this 
chapter, only if: 

(a) We have published a notice in the 
FEDERAL REGISTER and on our Web site 
(http://www.ttb.gov) announcing that we 
are prepared to receive a particular 
form electronically; 

(b) You have registered to do so pur-
suant to the instructions in a notice 
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